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[Tpunoxenue 1

K pacropsuKeHHMIO aAMHUHUCTPaLHK
PLIOMHCKOTO MYHHULIMIIATBHOTO paioHa
oT 25, O~ 2019 No /:'25’

ITonutHKa
HH(OPMALIHOHHOH 0€30MacHOCTH HH(OPMALMOHHBIX CHCTEM MEPCOHANIBHBIX
J@HHBIX B aAIMUHHUCTPaLUK PEIOMHCKOr0 MyHULIUIIAIBHOIO

OIMTPEIEJIEHW A

B HacTosmem [OKyMEHTE MCIONL3YIOTCA CIeAYIOUIME TEPMHHBI M HX
OIIpEeIeIeHU.

ABTOMATH3UpPOBaHHAs CHCTeMa - CHCTeMa, COCTOfAINAas M3 [epcoHaja u
KOMILJIEKCA  CpeACTB  aBTOMAaTH3alMM  ero  JeSTelIbHOCTH,  pealu3yrollas
MH(POPMALMOHHYIO TEXHOJIOTHIO BBIIOIHEHUS YCTAHOBICHHBIX (DYHKIIHH.

AyTeHTU(UKAUS OTIPABUTENS JaHHBIX - TIOJATBEpPI)KJEHHUE TOro, HYTO
OTIIPABUTEJb NTOJYyYEHHBIX JaHHBIX COOTBETCTBYET 3asBIEHHOMY.

beszonacHocTs NepcoHalBHBIX  JIA@HHBIX - COCTOSHHWE  3allUIIeHHOCTH
[IEPCOHAIIBHBIX  [TaHHBIX, XapaKTepHU3yeMoe CIIOCOOHOCTBIO  IIOJIb30BaTEeleH,
TEXHUYECKUX CpPELCTB HH(OPMaITMOHHBIX TEXHOJIOTHH obecrnednTh
KOH(UIEHIHATBHOCTD, 1IEJIOCTHOCTh W IOCTYIIHOCTH MTePCOHANIBHBIX JaHHBIX MPH HX
00paboTke B MHPOPMAILIMOHHBIX CUCTEMAaX MePCOHATLHBIX JJaHHbIX.

buomerpuyeckue  mepcoHalbHBIE ~ J@HHBle -  CBENEHHMSI,  KOTOpEIE
XapaKTepU3yroT (U3UOIOTHYECKHe OCODEHHOCTH YejloBeKa M Ha OCHOBE KOTOPBIX
MOYXHO YCT@HOBHTBL €0 JIMYHOCTB, BKIIIO4as ¢oTorpaduu, OTINEYATKH MAJIBIEE,
o0paz cerdyaTku TI71a3a, OCOOCHHOCTH CTpPOEHHS Tela W JPYryilo T10j00HYI0
rHOpMAITHIO.

brokupoBaHue IEpPCOHANBHBIX JAaHHBIX - BpPEMEHHOe IIpeKpalleHue cbopa,
CHCTEMAaTH3alluM, HaKOIUIEHMS, MCIIOJB30BaHUsA, PAaCIpPOCTPAHEHMs, MEePCOHAIILHBIX
J@HHBIX, B TOM YHCJIE WX Nepeiadu.

Bupyc (KOMIBbIOTEpHBIH, NPOrPaMMHBIN) - HUCIIOJIHAEMbIH MPOrPAMMHBIN KO
WM UHTEpIIpeTUpYEeMbIH  HabOp  HWHCTPYKUME, obnagaromMi  cBOMCTBAMH
HECaHKIMOHUPOBAHHOIO pPaclpOCTpaHeHUss W camoBocnpousBeneHus. Co3naHHBIE
OyONMKaTBl KOMIIBIOTEDHOIO BHpyCa He BCerja COBIAAAalOT C OPUTHHAIOM, HO

COXPaHSIOT CIOCOOHOCTH K JajbHEeHIIeMY pacrpoCTpaHEHUIO 5}
CaMOBOCIIPOU3BEIEHHIO.
BpenornocHas  mporpamMma - [porpaMma, — IpeJHa3HaueHHas  JUIs

OCYUIECTBJIEHUsl HECaHKIMOHUPOBAHHOrO JAocTyna W (WJd) BO3JEHCTBHS Ha
[IepCOHAJIbHBIE [aHHbIE MK pecypchl MHMDOPMAUMOHHOH CHCTEMBI MEPCOHANIBHBIX
JaHHBIX.

BcromorarensHble TEXHUYECKHE CPECTBA M CUCTEMBI - TEXHUYECKHE Cpe/IcTRa
M CHCTEMbl, He [pelHa3Ha4deHHble MOns nepegayd, oOpadOTKM M XpaHeHHd
MepcOHaNbHBIX JaHHbBIX, YCTaHABIMBAaeMble COBMECTHO C TEXHHUYECKHMH CpeJCTBaMU
M CUCTEMaMHM, MpeaHa3HAYEHHbIMU Ul 0OpabOTKM MepCOHANbHBbIX NAaHHBIX HIIM B



NOMEIIEHUAX, B KOTOPBIX YCTAHOBIEHbLl HH(OPMALMOHHbBIE CHCTEMBI TePCOHAIbHBIX
JaHHBIX.

JocTyn B onepalMoHHYIO cpely KommbtoTepa (MHMOPMAIIMOHHON CHCTEMBI
MEPCOHaJbHBIX [aHHBIX) - IIOJYYEHHE BO3MOXHOCTH 3allyCKa Ha BBIIOJIHEHHE
IITaTHBIX KOMAaHM, (YHKIMH, NpOLEeNyp ONepallHOHHOW CHUCTEMBI (YHHUYTOMKEHHS,
KOTIMPOBaHUSl, EPEMEILEeHUS U T.II.), HCTIOIHAEMBIX (GalIoB NPUKIAIHEIX TPOrPAMM.

Hoctyn x wuHbOpMalMH - BO3MOJKHOCTH IOJIyYeHHss HHPOPMALUH H ee
UCIIOJIb30BaHKs. 3aK/Ialo4HOe YCTPOMCTBO - 3JIEMEHT CPeJICTBa cheMa HHbOpMaITHH,
CKPBITHO BHEJPSEMBIH (3aKjgaAblBaeMbld MM BHOCHMBIM) B MecTa BO3MOXKHOIO
cheMa WHPOpPMalUMH (B TOM YHCJIe B OTpaKJeHHe, KOHCTPYKLHIO, 000pydoBaHHE,
IIpeIMETEl HHTEPhEPA, TPAHCIIOPTHBIE CPEJCTBA, a TaKXkKe B TeXHHYECKHE CPEICTBA U
cucTeMbl 00paboTku nHOpMaLIUN).

ammiaemMas  HHQoOpManus - HMHQOPMALMS, SBIBIFOIIASCS — [IPEIMETOM
COOCTBEHHOCTH U IIOJUIEIKAIlAs 3allHTe B COOTBETCTBHM C TpeOOBAHUSAMH IPABOBEIX
JIOKYMEHTOB  HITH TpeOOBaHHAMH,  YCTAHABIMBAEMBIMH  COOCTBEHHHKOM
HH(pOpMaLIHH.

Vnentudukanus - [pHCBOeHHe CcyOBekTaM ©  00BeKTaM  JOCTyIa
HIEHTU(QUKATOpa U (MJTH) CpaBHEHHeE IPeIbsIBIIEMOro HIEHTU(GHUKATOPA C [IEpEeUyHEM
IIPUCBOEHHBIX UIEHTU(DHUKATOPOB.

WMupopMaTHBHBIE CUTHaN - OJJEKTPHYECKHE CHTHAJBL, aKyCTHYeCKHe,
5JIEKTPOMArHUTHEIE U ApYyrue (QU3M4YecKue IO, MO MapaMeTpaM KOTOPEIX MOMKET
ObITh  packpeiTa KoHGHUIEHIMAnbHas HHGOPMAlKs (IepPCOHANLHBIE JaHHbBIE)
obpabateiBaeMas B HH(GOPMAIHOHHOM CHCTEME ITEPCOHATIBHBIX JaHHBIX.

Wudopmanmonnas  cucTeMa  NepcOHaNbHBIX — maHHelx  (MCII[IH) —
MH(POPMAI[MOHHAs CHCTEMA, MPEJICTABIAIONAs co60i COBOKYITHOCTD MEePCOHATBHBIX
JNAHHBIX, COIEpKalUXcsl B Oa3e NaHHBIX, a TaKkKe MHOOPMAIMOHHBIX TEXHOIOTHI U
TeXHHYECKUX  CPEACTB,  IIO3BOJMIOLIMX  OCYUIECTBIATH  00paboTKy  Takux
NEPCOHANIBHBIX MAHHBIX C MCHOJb30BAHUEM CPEICTB aBTOMATH3allMH WK  0e3
HCIIONIH30BAHM TaKUX CPEICTB.

MHpopMalnMOHHbBIE TEXHONOTMH - IIPOLECCHl, METOIbl IOMCKa, cbopa,
XpaHeHHs, 00pabOTKH, IPeNOCTABICHUS, PACTIPOCTPAHEHH! HHDOPMALIMH U CITOCOOBI
OCYIIECTBIIEHUS TaKHX IIPOLIECCOB H METOOB.

Vcnonb3oBanue MepcoOHalbHBIX — NaHHBIX - JelcTBug  (omepaluu) c
[IEPCOHANIBHBIMHU JIRHHBIMHU, COBEPIIAEMEIE ONEPATOPOM B LENSIX NMPUHATHS PeLIeHHH
WJIM COBEPIICHHS HHBIX NEUCTBHH, NOPOXKIAIOIIMX IOPUIMYECKHE [OCIENCTBUS B
OTHOLUEHHHU CyOBeKTa NePCOHAIBHBIX JIAHHBIX MM APYTUX JIUIL JTHOO HHBEIM 06pa3oM
3aTparuBaloONIMX IpaBa U CBOOOJABI CyOBEKTa IEePCOHANBHBIX MaHHBIX HIH JPYTUX
JIALL.

VcrogHuk yrposel 0OezomacHocTH HHGOpMAalLMM - CyOBEKT HOCTYIIa,
MaTepuadbHbId 00BEKT MM (U3HYECKOE SBICHME, SBISIOMIHECS NPHYMHOMH
BO3HHKHOBEHHS yrpo3bl 0€301acHOCTH HH(OPMaLIHH.

KonTponupyemas 30Ha - NpoCTpaHCTBO (TEPPUTOPHS, 37aHHe, YacThb 30aHMUS,
I’IOMGLL[EHI/’[G), B KOTOPOM HCKIIIOYECHO HCKOHTPOJIHpYEMOE Hp€6bIBaHH€ INOCTOPOHHHX
JULL, & TAKIKE TPAHCIIOPTHBIX, TEXHHYECKUX H UHBIX MaTePHAaNIbHBIX CPEICTB.



KoHpuneHHaibHOCTE  MEpCOHANBHBIX — JaHHBIX -  00f3aTelpHOE  [Is
COOMIOMAEHHMA OIEPATOPOM MM MHBIM IOJIYYHBIIMM JOCTYN K IEPCOHAIbHbLIM
JI@HHBIM JTMIIOM TpeboBaHHE He [OMYCKaTh HX paclpoCTpaHeHWe Oe3 CoriacHs
CyOBeKTa MepcoHaNbHbBIX JaHHBIX WM HAJIMYUS HHOTO 3aKOHHOTO OCHOBAHHS.

MexceTeBoH 5KpaH - JoKallbHOE (OIHOKOMIIOHEHTHOE) WK (DYHKLMOHANBHO-
Hepaclpe/ieJIeHHOe porpaMMHOe (IIporpaMMHO-alnapaTHOe) CPecTBO (KOMILIEKT),
peanusyrollee KOHTPOIb 3a HHGpOpMalMeH, MocTynarueil B WHOOPMALMOHHYIO
CHCTEMY TMI€PCOHANBHBIX [AaHHBIX M (WMJIM) BBIXOIILEH M3 HHOOPMAIMOHHON
CUCTEMEI.

Hapymrens ©e300acHOCTH MEPCOHAIBHBIX JAHHBIX - (HU3MYECKOE JIHIIO,
C/ly4alHO WJIM TIpEIHAMEPEHHO COBEpINAOllee NEHCTBUS, CIIEJACTBHEM KOTOPBIX
SBJISICTCs HapylIcHWE Oe30IIaCHOCTH IMEPCOHANBHBIX JNaHHBIX IIpH HMX 00paboTke
TEXHHYECKHMH CPEICTBAMH B MH(POPMAIIMOHHBIX CHCTEMAX MEPCOHAILHBIX IaHHBIX.

Heasromarusuposannasg o0paboTka NEpPCOHANBHBIX MaHHBIX — 00paboTka
IEPCOHAIBHBIX  MaHHBIX,  COJEp)KAaIlUXcd B  HWHOOPMALMOHHOM  CHCTEMe
MEPCOHANBHBIX JAaHHBIX JIMOO M3BJEUEHHBIX W3 TAKOM CHCTEMBl, CUYHTAETCS
OCyILIeCTBIEHHOU 6e3 UCIIOJIE30BaHHUS CPEACTB aBTOMAaTH3alIUH
(HeaBTOMAaTH3WPOBAHHOI), €CIIU TaKkHe NEHCTBHUS C NMEepCOHANbHBIMH JAHHBIMHU, KaK
HCIIOJIb30BaHKMe, YTOYHEHHE, paclpoCTpaHeHHEe, YHHUTOXEHHE [epCOHANBHBIX
JaHHBIX B  OTHOHIICHHH KaXJOro U3 CcyOBEKTOB IEepPCOHANBHLIX JaHHBIX,
OCYIIECTBIISIIOTCA TP HEIIOCPEACTBEHHOM YYaCTHH YeJ0BeKa.

HenexnapupoBaHHble BO3MOXKHOCTH - (YHKIHMOHAJIBHBIE BO3MOKHOCTH
CPEACTB BBIYUCIUTENIBHON TEXHHKH, HE OIMCAHHBIC HIIH HE COOTBETCTBYIOIIHE
OMHCAHHBIM B IOKYMEHTAIUH, TIPH HCIOJIL30BaHMU KOTOPEIX BO3MOYKHO HApyIIEHHE
KOHQHUIEHUMABHOCTH,  JOCTYIIHOCTH  WMJM  LEJOCTHOCTH  oGpabarTsiBaeMoi
HHOpMAaITHH.

HecaHKIHOHHPOBAaHHBIH NOCTYN (HECAHKLIHOHUPOBAHHBIE JEHCTBHS) - TOCTYII
K HHQOpPMAMM MM JedCcTBHA ¢ uHbOpMaImel, Hapyluaolme IpaBuIa
pasrpaHu4eHus OOCTyIa C WCMOIb30BaHMEM IUTATHBIX CPEJICTB, MPEJOCTaBIICMBIX
UH()OPMAIHOHHBIMU CHCTEMAMH TI€PCOHAIBHBIX TAHHBIX.

Hocurens undopmanuu - ¢usndeckoe MO WM MaTePHANBHBIH OOBEKT, B
TOM 4YHClIe QU3HYECKOE MOJIe, B KOTOPOM HH(POPMAIMS HAXOMHUT CBOE OTPAXECHHE B
BHIE CHMBOJIOB, 00pa3oB, CHIHANOB, TEXHUYECKHX PpEIIeHHH M MPOLECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3UIECKHUX BEJIMYMH.

ObesnnuuBaHHe NEPCOHANIBHBIX NaHHBIX - NEHCTBHS, B PE3YIbTaTe KOTOPHIX
HEBO3MOXXHO ONPENCIHTE MPUHAATIEKHOCTh NEPCOHAMBHEIX JAHHBIX KOHKPETHOMY
CyOBEKTY MepCOHANBHBIX JaHHBIX.

ObpaboTka nepcoHanbHbIX JaHHBIX - JA€HCTBUA (ONepaluy) ¢ NepCOHAIbHBIMA
AaHHBIMM, BKIJIIOYas cOOp, CHCTEMaTH3alMIO, HAKOIIEHWe, XpaHEeHHe, YTOUHEeHHE
(oOHOBNEHHE, HM3MEHEHHE), HCIONb30BAHKE, pACIPOCTPAHEHHE (B TOM YHCIIe
rnepejiady), o0e3nuuKBanue, OJ10KUPOBAHKE, YHUYTOKEHHE N€PCOHATBHBIX JaAHHBIX.

Obwenocrynnble nepcoHanbHele JaHHbIE - [epCOHANbHbIE JaHHBIE, NOCTYII
HEOIpaHHYEeHHOTI O Kpyra Jjguu K KOTOPbIM [npenocraBieH ¢ corjlacusa C}/6BCKT€1
MEPCOHAJIBHBIX  JIaHHBIX MM Ha KOTOPblEé B COOTBETCTBHH C (e/lepanbHbIMHU
3aKOHAMH He pacrpocTpaHseTcs TpeboBaHHe COOMIOACHHS KOH(PHAEHIUATLHOCTH.



Omnepatop  (MepcoHanbHBIX  MaHHBIX) -  TOCYJApCTBEHHBIH  opram,
MYHHIMITATBHBIM OpraH, IOpUMAHYECKOEe HIH (PU3MUECKOE JIUI0, OpraHusylollee H
(umu)  ocyulecTBisioliee  0o0pabOTKy  IepCOHalbHBIX  JAHHBIX, a  TaKkKe
OTpenesiAIOLIre LENH | ColepKaHie 00paboTKH MepcOHaNBHBIX TaHHBIX.

Texnuyeckune cpeacTBa MHOOPMALIHOHHON CHCTEMBI TIEPCOHANILHEIX TaHHBIX-

CpelCTBa BBIYHCIHUTENBEHOM TEXHMKH, WH()OPMAIIMOHHO-BEIYUCIHUTEIbHBIE
KOMIIICKCBI M CeTH, CPENCTBA W CHCTEMBl Iepefaud, npuema u obpaborku [1/In
(cpencTtBa M CHCTEMBl 3BYKO3allMCH, 3BYKOYCHJIEHHS, 3BYKOBOCIIPOM3BEIEHUS,
[ICPETOBOPHBIE W TEJIEBU3MOHHBIE  YCTPOHCTBA, CpelACTBA  W3rOTORJIEHHS,
THPaXHPOBAHUS JTOKYMEHTOB M JIPyTHe TEXHMYECKHE CpelncTBa 00paboTku pedeBoi,
rpadu4eckoi, Bumeo- u OykBeHHO-UM(POBOW HH(OPMALUHK), MIPOrpPAMMHEIE
CpeacTBa (ONEpaLHOHHbIE CHCTEMBI, CHCTEMbI YIIpaBIeHHS (0a3saMM [MaHHBIX M T.IL.),
CPeACTBa 3allUThl HHPOPMALIHH, IPUMEHsIEMbIe B HH(MOPMALMOHHBIX CHCTEMAX.

ITepexBar (vHbOpMaLMK) - HenmpaBOMEpHOE [OJydYeHHe HH(POPMAIMH C
UCTIONIB30BAHUEM TEXHHYECKOTO CPE/ICTBA, OCYIIECTBIIAIONIEr0 0OHAPYKEHUE, IPHEM
1 00paboTKy MH(POPMATHBHBIX CHIHAJIOB.

Ilepconanbuple  maHHble - m06as  wHpOpMAaIMsd, OTHOCSMIASCH K
ONIPENETIEHHOMY MM OIpEJe/NieMOMYy Ha OCHOBaHWM Takod HH(OPMAIUH
(usnyeckoMy nuiy (CyO6beKTy IepCOHaABHBIX JAHHBIX), B TOM YHCIE ero (haMuIms,
MMs, OTYECTBO, I'OJl, MECALl, IaTa ¥ MECTO POXKJACHUS, aJipec, CeMeiHoe, COLMaNBHOe,
MMYIIECTBEHHOE  NOJIOKeHHe, obpasoBaHue, npodeccHs, HOXOAEL, Ipyras
nHbopMaIus.

IToGouHble >I€KTPOMATHUTHBIE M3IIyYCHUsI ¥ HABOJKH — DIEKTPOMATHHTHBIE
M3Ty4eHHSA  TEXHMYECKUX CPEICTB- 00paboTku  3aummiuaeModl  wHbopManuu,
BO3HHKAIOIINE KaK MO00YHOE SIBIEHHE M BBI3BAHHLIE 3JEKTPUYECKHMH CHTHAIIAMH,
AGHCTBYIOIIMMH B MX JJEKTPHYECKMX M MAarHMTHBIX LEIsIX, a Takke
5JIEKTPOMArHHUTHBIC HABOJKH 3THX CHTHAJIOB Ha TOKONPOBOAALIME JIMHUH,
KOHCTPYKLIHHU M LI MTUTAHH.

[TonuTika «4MCTOTO CTOMA» - KOMILIEKC OpraHM3allMOHHEIX MEpOIPHUATHI,
KOHTPOJIMPYIOIMX OTCYTCTBHE 3AIIMCHIBAHUS Ha OyMa)kHble HOCHUTENH KIFOUEH H
aTpuOyTOB HOCTyNa (Mapornei) u XpaHeHHs X BOIM3H 06BEKTOB JOCTYIIA.

[Tonp3osarens HHGOPMAIMOHHON CHCTEMBI MEPCOHATBHBIX JAHHBIX - IHIIO,
ydacTByiolee B (PYHKIMOHHPOBAHHM HH(QOPMAIMOHHON CHCTEMBI MEPCOHATbHBIX
M@HHBIX WM UCOJIB3YIOIIEEe PE3YIbTATH ee (HhYHKIIMOHUPOBAHHUS.

IIpaBuna pazrpaHuYeHus JOCTYyIIa - COBOKYITHOCTH IpaBUI,
PETIAMEHTHPYIOILMX 11PaBa J0CTyNa CyOBhEKTOB JOCTYa K 06BEKTaM JOCTYIIA.

IIporpamMmuas 3aknazka - KO IPOIpPaMMBI, TIPeHAMEPEHHO BHECEHHBINH B
MporpamMmy C LEJBK OCYLIECTBHTh yTEYKY, U3MEHHTh, OJOKUPOBATH, YHHUTOKUTH
HHPOPMALMIO WM YHMYTOKHTB H MOAM(QHUMPOBATE MPOrpaMMHOe obecredeHHe
WHDOPMALIMOHHOH ~CHCTEMBl TIEPCOHANBHBIX JAHHBIX U (MiM) GIOKMPOBAThH
arinapaTHbIE CPe/CTBA.

[Iporpammuoe (MporpamMMHO-MaTeMaTHYeCKOe ) BO3IeHCTBHE -
HCCAHKIMOHMPOBAHHOE  BO3MACHCTBHE  HAa  pPECYpPChl  aBTOMATH3MPOBAHHOM
HH(OOPMALIMOHHOH CHCTEMBI, OCYLIECTBIISIEMOE C MCHOL30BAHMEM BPELOHOCHBIX
MporpamMu.



PackpeiTHe mnepcoHanbHBIX JaHHBIX - YMBIIIEHHOE WIM  clydaiiHoe
HapylleHHe KOHQHUASHIHAIbHOCTH IIEPCOHATLHBIX TaHHbIX.

PacnipocTpanenue IepCOHallbHBIX NAHHBIX - JIEWCTBHs, HalpaBleHHbIE Ha
nepenavy IMEpCOHAIBHBIX JAHHBIX  ONpeNelNeHHOMY Kpyry Jmn (mepenaya
MEPCOHANBHBIX JIAHHBIX) HMIM Ha O3HAKOMJIEHHE C TIEPCOHAIBHBIMH JaHHBIMH
HEOTPaHUYEHHOTO KpyTa JIKLI, B TOM 4YHCIIe 0OHApOI0BaHHe MTEPCOHANBHBIX AaHHBIX B
CpelcTBax — MaccoBOM  WHpOpMalMH,  pasMelleHHe B WH(OPMAILHOHHO-
TCJICKOMMYHHMKAIIMOHHBIX CETSX WM IPENOCTaBIEHHE JIOCTYNIa K IePCOHANbBHBIM
JaHHBIM KaKMM-TTHOO0 UHBIM CITOCOOOM.

Pecypc mudopmanoHHO# CHCTeMbl - UMEHOBAHHBIH BIEMEHT CHCTEMHOTO,
IPHKJIaIHOTO WITH anrapaTHoro obecrieyeHus (YHKIMOHUPOBAHUA
HH(OOPMALMOHHOH CHCTEMEI.

Crennanbuple KaTEropHM MEPCOHATBHBIX MAaHHBIX - [EPCOHATBHbIE IAHHBIE,
KacarolMecs pacoBOH, HAIIMOHAIBHOW IPHHAIIEKHOCTH, MOJUTHYECKUX B3TVISLIOB,
PEITHIHO3HBIX HIIH (QUIocOPCKUX yOeKNEHUH, COCTOAHUS 3M0POBBS U HHTHMHOMN
JKH3HHU CyOBeKTa IepCOHaILHEIX JaHHbIX.

CpezcrBa  BEIYMCIUTENBHOH TEXHMKH - COBOKYTHOCTH IPOIPAMMHBIX M
TEXHUYECKUX DJIEMEHTOB CHCTEM 0OpabOTKH MaHHEIX, CIOCOOHBIX (hyHKIIHOHUPOBATD
CaMOCTOSATENIEHO UIIM B COCTaBe JAPYTHX CHCTEM.

Cybbekr poctyma (cyGBeKT) - JHMIO MIH Ipouecc, AedCTBHS KOTOpPOIo
PETJIaMEHTHPYIOTCS [IPaBUIaMH pa3sTPaHUYueHUs J0CTYTIA.

Texuudeckudt KaHal yTeUYKH WHPOPMAIWH - COBOKYIHOCTh HOCHTENS
uHpopMauun  (cpencrtsa  oOpaGoTkH), usHYecKodl  cpemsl pacrnpocTpaHeHusl
MH(OPMATHBHOIO CHTHaJAa W CPEICTB, KOTOPHIMH . JJOOBLIBAETCS 3allHIaeMas
HH(OpMAaLIHS.

T’pancrpannynas nepeaaya NepCOHANBHBIX IAHHBIX - Mepeiada [epCOHAIbHBIX
AaHHBIX oOmepaTopoM dYepes ['ocymapcreennyio rpanuny Poccuiickoit ®emepariuu
OpraHy BJIaCTH MHOCTPAaHHOI'O rOCYAapcTBa, (QU3MIECKOMY HIIH FOPUAMYECKOMY JIHILY
WHOCTPAHHOI'O rocyaapCTBa.

Yrpo3bl 0e30MaCHOCTH NEPCOHANBHBIX JIAHHBIX - COBOKYIIHOCTH YCJOBHH M
(haKTOpOB, CO3NAIOIIMX ONACHOCTH HECAHKIMOHHPOBAHHOTO, B TOM  YHCIE
CITy4allHOTO, JOCTyNa K I[EPCOHANBHEIM NaHHBIM, PE3yJIHTATOM KOTOPOLO MOMKET
CTaTh YyHHYTOXKEHHE, U3MEHCHHE, OJIOKUpOBaHME, KOIMPOBAHHE, PACIIPOCTPAHEHHE
MEpCOHAIIbHBIX NaHHBIX, @ TaKAKe MHbIX HECAHKIIMOHWPOBAHHBIX IEWCTBHH NMpPH HX
00paboTKe B HHPOPMALIHMOHHON CHCTEME NEePCOHATBHBIX TaHHBIX.

YHUYTOXKEHNE NEPCOHANBHBIX NAHHEIX - HEHCTBHSA, B PE3YIbTaTe KOTOPHIX
HEBO3MOKHO BOCCTAHOBHTD COJIep)KaHWe  MEepCOHANbHBIX  JaHHBIX B
HH(QOPMALIMOHHOH CHUCTeMe INIepCOHAIBHBIX [aHHBIX MIH B pe3yJbTare KOTOPBIX
YHHUYTOXKAIOTCS MaTEpHUANIbHbIE HOCUTETH ePCOHAIbHBIX AaHHBIX.

YTeuka (3ammiiaeMod) MHPOPMALMH 110 TeXHUMYECKMM  KaHajlaM —
HEKOHTPOJHPYEMOE pacrpocTpaHeHue HHPOPMALMH OT HOCUTENS 3allHIlaeMOi
MHOpMaLUK  depe3  (U3MUECKYIO  CPeLy  JIO  TeXHHYecKOro  CpeicTBa,
OCYLLECTBJIAROLIECTO rnepexsar IfIHCJJOPMB.L[HH.

YS3BUMOCTb - c1aboCTh B CPeACTBAX 3ALUMTHI, KOTOPYIO MOXKHO HCIIONb30BATh
AJIA HApYLIEHMst CUCTEMBI WITH cojleprKallieiicst B Hell MHbOopMalni.



LlenmocTHOCTE HWHpOpPMAIMKH - CIOCOOHOCTH CPEACTBA BBIYMCIHTEIBLHON
TeXHUKH MJIM aBTOMAaTH3HUPOBAHHOM cHCTeMbl o0ecrneuyMBaTh HEH3MEHHOCTh
MH(pOpMAallMK B YCJIOBHMSX CIy4alHOTO I/TIM TIpeIHAMEPEHHOTO MCKaKeHHS
(pa3pyliieHus).

OBO3HAYEHHMA 1 COKPAIIIEHKM A
ABC - aHTHBHpYCHBIE CpEACTBA
APM - aBTOMaTU3UpPOBaHHOE paboyee MecTo
BTCC - BcnoMoraTtenbHble TEXHHYECKUE CPEICTBA U CHCTEMBI
WCIIIn - ntHpOopManMOHHas cUCcTeMa I€PCOHATBHBIX JaHHBIX
K3 - xonTponupyemas 30Ha
JIBC - noxanbHas BEIMUCIHUTENbHAS CETh
MD - MexceTeBoO# 3KkpaH
HCJI - HecaHKIIMOHUPOBAHHBIH JOCTYII
OC - onepanponHas cucTeMa
ITJIn - nepcoHanbHble TaHHBIE
IIMB - nporpamMMHO-MaTeMaTHYECKOE BO3eHCTBHE
[1O - mporpammHOe obecrieyenue
[ISMHH - nobouHsle 3neKTpoMarHuTHble H3nydeHus 1 HaBogku CA3 - cuctema
aHanu3a 3anuineHHocTd C3U — cpepcTra 3aiuTsl HHGOPMAIHH
C3I1H - cucrema (oACHCTeMa) 3AIIUTHI IEPCOHANBHEIX AanHbix COB - cuctema
obnapyxenus sropkennd TKVYM - Texnuuyeckume KaHansl yTedkd HHGOPMAIHU
YBIT/IH -
YyTPO3Bl O€301IaCHOCTH MEPCOHANTBHbIX JaHHBIX

BBEJEHWE

Hacrosias  Tlonutuka — uHbopmannonuoit  GezomacHoct  MCIT/IH
aIMUHUCTpalK PRIOMHCKOrO MyHMIMIAJIBHOTO palioHa (Iajnee - ajMUHHCTPALMH)
SIBIISETCS. OQUIMANBHEIM JIOKYMEHTOM, B KOTOPOM OIIpefielleHa CHCTeMa B3rJISI0B Ha
obecrieyenue HHPOPMALHOHHOMN Ge30N1aCHOCTH aJIMUHUCTPALIMH.

Hactosinaa IlonuTHka ompemenser OCHOBHBIE LENHM W 3afadqM, a TaKKe
CTPaTEeryIoO IMOCTPOEHMsSI CHCTEMBI 3allMThl IIEPCOHAIBHBIX JaHHbIX (C3IT/H)
anMUHHCTpalMu. [loauTHKa onpesnenseT OCHOBHLIE TPeOOBAaHHSA M IIOJAXOMBI K WX
peanu3aluH, UL J0CTHKEHUs TpeOyeMoro ypoBHsa 6e3011acHOCTH HH()OPMALIHH.

[Tonutuka paspabGoTaHa B COOTBETCTBMM C CHCTEMHBIM IIOAXOAOM K
obecrieueHnio HHGOPMALKMOHHOH Ge3omacHOCTH. CUCTEMHBIN MOAXOA NPeAronaraeT
IPOBE/IGHUE  KOMIUIEKCA MEpOTPHATHH, BKIIOYAIOLMX MCCIENOBAHHE  Yrpo3
HH(pOpMaLMOHHON 6e30MmacHOCTH B pa3paboTKy CHCTeMbI 3alldThl [1JH, ¢ no3uumu
KOMITIEKCHOTO [PUMEHEHHS TEeXHMYECKMX W OpTraHU3alMOHHBIX MEP M CpPEeJCTB
3ALLMUTEL.

[Ton undopmanmonHoii OezonacHocTeio [1J[H MoOHMMaeTcs 3alLUILEHHOCTD
MepCOHANBbHBIX JAHHBIX W oOpalarhiBarolell MX HH(PACTPYKTYpe OT IHOObIX
CIyYalWHBIX MJIH 3JI0HAMEPEHHBIX BO3IEHCTBHH, pEe3yJNbTAaTOM KOTOPBIX MOJKET



AIBUTBCSI HaHECEHHE ylllepOa caMol MH(OpMaluH, ee BrajgenslaM (cydowvexram [1/1H)
unn  MHQpacTpyKType. 3agaud  MHOOPMALMOHHON 0E30MacHOCTH CBOAATCS K
MUHUMH3aUUK yliepda OT BO3MOYKHOH peanm3allid yrpos OesomacHoctd I1J[H, a
TaKK€ K [IPOrHO3HPOBAHUIO U MIPEOTBPAIIEHHEIO TAKHX BO3JEHCTBUIA.

IlonuTuKa ABISETCS METOLOIOTHIECKOH OCHOBOM IS

- IPUHATHS YIPABIEHYECKMX pEIIeHHH H pa3paloTKH MPaKTHYECKHX MEP 10
BOIUIOLIEHHIO  TONMTHKKA  OezomacHoctd [/l ®  BeIpaboTKH  KOMILIEKca
COTJIaCOBaHHEBIX Mep HOPMaTHBHO-TIPABOBOTO, TEXHOJIOTHYECKOTO u
OpPraHU3alMOHHO-TEXHUYECKOIO  XapaKTepa, HalpaBICHHBIX Ha  BLIABIECHHE,
OTpaKeHHe U JTMKBHIALIMIO IIOCIENCTBUMN peann3aliiyl pa3IiIHEIX BUI0B yrpo3 [1/1H;

- KOOpJIMHALIMH eSITENbHOCTH CTPYKTYPHBIX TOApa3AeieHi AIMUHHUCTPALUH
MpH TIpOBeAEeHHH paboT mo pa3BuTHIO H akciutyaramun MCIIIH ¢ cobmomeHueM
TpedoBaHuil obecnieyenus 6ezonacuoctu I1/1H;

- paspaboTKH  TpPEAJOKEHHH 10  COBEPIIEHCTBOBAHHIO  IIPaBOBOTO,
HOPMAaTHBHOIO, METOJIUYECKOI0, TEXHUYECKOTO M OPTaHU3allMOHHOI0 obecledeHus
6ezomacnocru I1/1n B UCTT/IH anMuUHHCTpaLUH.

I1paBoBoii 6a30i nna paspaboTku Hactosuied [TonuTukm ciayxaT TpeboBaHUS
JICHCTBYIOIIUX B POCCHM 3aKOHOHATENBHBIX M HOPMATHBHBEIX JOKYMEHTOB II0
obecrieuen o 6€30MaCHOCTH NMepCOHANbHBIX nauHbIx (I111).

1. Obmme nonoxeHus.

C3[1/ln  mpencraenser coboif  COBOKYNHOCTH  OPraHM3al[MOHHBIX M
TEXHHYECKHX MEPOIPUATHH Ui 3amuThl II/IH 0T HenpaBOMepHOro WiIH CIIy4aiHOTo
AOCTyIla K HHM, YHUYTOXEHHs, W3MEHEHHUH, OJOKUpOBaHMs, KOIMUPOBAHH,
pacnpoctpanenus 1110, a Takxe HHBIX HEIPABOMEPHBIX JSHCTBUH ¢ HUMHU.

besomacHoCTh TepCOHANBHBIX JaHHBIX JIOCTHIAETCS ITYTeM HCKIIFOYEHHs
HECaHKLIMOHHPOBAHHOTO, B TOM YHCJIE CIy4aWHOro, JOCTYNa K MEPCOHANBHBIM
OaHHBIM, pE3yIbTaTOM KOTOPOTO MOXKET CTaTb YHHUYTOXKEHHWE, W3MEHEHUe,
Oyi0KHpOBaHHe, KONMHMPOBAaHHE, PACIPOCTPAHEHHE I1€PCOHANBHBIX NAHHBIX, 4 TaKKe
HHBIX HECAHKLIMOHUPOBAHHBIX MTEHCTBHH.

Crpykrypa, coctaB U ocHOBHbIe (ynkiuu C3I1J[H onpenensroTcss HCXOAs U3
knacca MCIT/n. C3IT/IH MoXeT BKIIOYAET OpraHu3allioOHHbIe MEPBI U TEXHHYECKHE
CpeacTBa 3alUTHI HH(OpMAIUH (B TOM Yyucie M (POBaIbHbBIE
(kpunrorpaduyeckue) CpEeICTBa, cCpeacTBa IIpEIOTBPAIEHHS
HECaHKIIHOHHUPOBAHHOTO JIOCTYIIA, YTEYKH MHOOPMALMK 110 TEXHHYECKUM KaHAaJIaM,
[IPOTPaMMHO-TEXHHYECKUX BO3IEUCTBMM Ha TEXHHYECKHE CpelcTBa 00paboTKH
[111), a Tarke ucnonb3yemble B HHPOPMAUMOHHON cHcTeMe HHMOPMAIHOHHBIE
TE€XHOJIOTHH.

OTH Mepb! NIPU3BAHBI 00ECTIEYUTE:

- KOH(MIEHUHATLHOCTE MH(POPMALMH (3alMTa OT HeCaHKLUHOHMPOBAHHOIO
O3HAKOMJIEHHS );

- LEJIOCTHOCTh  WH(OpMAUMK  (aKTYalbHOCTH W HENPOTHBOPEUYUBOCTD
HHQOpMALMK, €€ 3allMIUEHHOCTh OT paspylleHUs M HEeCAHKLIHOHHPOBAHHOIO
U3MEHEHHS ),



- IOCTYITHOCTb MH(OPMaLUHU (BO3IMOMNKHOCTH 3a MPHEMIIEMOE BpeMsl MOMYUHTh
TpebyeMyto HH(DOPMALIMOHHYIO YCIIYTy).

Cranun co3zpganug C3I1/IH BKIIOYAIOT:

- [peAlpoeKTHas CTaius, BKIrOUAlOWAs NpeAnpoeKTHoe o0cie/loBaHHe
NCIT/H, onpenenenue TpedoBanni k C3I11H;

- CTagusl NpOeKTHUpoBaHMH, omnpepesstomas BcTpauwBanue C3II[IH B cocTase
NCTTH;

- cragus BBoja B aeicrere C3I1/IH, BKIrOUarOmas OMBITHYIO SKCIUTYaTAMIO |
PHEMO-CIIATOYHEIE MCIBITAHWA CPENCTB 3alllMThl MH(OpPMAllUM, a TaKXe OIEeHKY
cootBeTcTBHA MCII/IH TpeboBanusm Oe3omacHocTH nHGOPMAIIHH.

OpranusanMoHHBIE MEphl NPeIyCMaTPHBAIOT CO3JaHHE M IIOANEpIKaHue
npaBoBod 0aszel  OesomacHoctd [IJ[H u  paspabotky (BBenmeHwe B JieHCTBUE)
CITeTyIOLIHUX OPTraHU3aLHOHHO-PACTIOPSIUTEIbHBIX TOKYMEHTOB:

- IUIaH MEepONpHUATHH no obecnedeHuio 3amuTel 1[I0 npu ux obpaboTke B
NCI I H;

- TIJIaH MEPOIIPHUATUH 110 KOHTPOIIO obecnedeHus 3amuTh! [1/]H;

- IOPSIIOK PE3ePBUPOBAHKS U BOcCTaHOBIEeHUS padbotocnocodbroctu TC u ITO,
6a3 mannex 1 C3H;

- JOJDKHOCTHas HMHCTPYKLUHA COTPYIHHKOB B YacTH obecrnedeHus
6esonacHocTu I1/10 npu ux obpabotke B UCIT/H;

- HHCTPYKI[Ks Ha CJly4yall BOSHMKHOBEHMsI BHEIITATHOM CHTYaIINH;

- perytaMeHTa nocryna B nometnenus MCIH.

Texnuveckue mepsl 3alllUTHl PEATH3YIOTCS TIPH MOMOIIH COOTBETCTBYIOIIMX
MPOTPaMMHO-TEXHUYIECCKUX CPEJICTB U METOOB 3aIlMTHI.

Ilepeyenr HEOOXOOMMBIX Mep 3aAIUUTBl HMH(GOPMAIMH ONPEAENSEeTcs IO
pesynbTatam npeanpoekTHoro obcnenopanus UCITIH AnvuHnucTpanuy.

2. Henu C3T1/1H.

Lensmu C3II[IH ABistOTCS MHHMMM3ALHSA BEPOSTHOCTH pEAlM3alldi yrpo3
6esonachoctn I1JlH ¥ MuHMMH3aLHA yholepba B Cilydae peanm3alMd  YIrpoO3bl
6ezonacuHocTu [1/14H. '

Hnsg jpoctukeHus cBouX Henedt cucrema 6GesomacHoctd C3[1JIH mommkHa
o0ecrieunBaTh aIeKBaTHOE pellleHHe CIEIYIONMX 3a0ay:

- 3allMThl OT BMEIIATENbCTBA B Ipouecc GyHKuuonupoBanus WCITIH
MOCTOPOHHUX JHII (BO3MOXHOCTh MCronb3oBaHus AC M [OCTYN K ee pecypcam
JAO/DKHBl ~ UMETh  TOJIBKO  3aPErMCTPHUPOBAHHBIE  YCTAHOBJIEHHBIM  [TOPSAKOM
[10JIb30BATENIH );

- pasrpaHMyYeHMdA  JOCTyNa  3aperMCTPUPOBAHHBIX  IONb3oBaTeled K
annapaTHbIM, MPOrpaMMHBIM M HH(pOpMalHoHHBIM pecypcam MICIIIH, TO ecTb
3alUMTY OT HECAaHKLIMOHUPOBAHHOTO AOCTYIIA:

a) Kk uHopManuu, uupkyaupyromen 8 UCI1J1H;

0) cpencreaM BEIMHCIHTENBbHOA Texuauku MCIT]H;

B) arnapaTHbiM, IPOrPAMMHBIM M KPUITOrpa(UUeCKUM CpeacTBaM 3allUThl,

ucrons3zyeMeiM B MCT1/IH;



- perucrpaluy JEHCTBHH M0JIb30BATENEH MPU UCIONB30BAHUK 3allUIIaeMBbIX
pecypcoB MCI1/Ix;

- KOHTpOJIA LENOCTHOCTH (obecnieyenune HeusmennoctH) MCII[H u ee
BOCCTAHOBJIEHHE B Clly4yae HapyLUEHHS;

- 3aLIMUTHI OT [IPOrPaMMHO-MaTeMaTHYeCKOI0 BO3IeHCTBHUS,

- samuTel [[J[H OT yTeukH IO TeXHMYECKHMM KaHalaM Ipu ee obpaboTke,
XPaHCHHH U IIepeJayde 110 KaHajlaM CBi3H,

- saumtel [T/H, Xpanumoi, obpabaTbiBaeMOil M HepenaBaeMoOl IO KaHaiam
CBS3H, OT HECAHKLIMOHUPOBAHHOIO Pa3TallleHusT HITH MCKAKEHUS,

- CBOEBPEMEHHOT'0 BBIABIICHUS] HCTOYHHUKOB yrpo3 6esonacHoctu [1/IH, npuunH
M YCIIOBHH, CIIOCOOCTBYIOIMX HaHeCeHHIO yulepba cyObekram IIJH, cozmanme
MEXaHW3Ma OIlePaTHBHOI'O pearnpoBaHWs Ha YILpos3bl OesomacHoctd IIJ[H ©
HETaTHUBHBIC TCHOCHIIHH;

- CBOEBPEMEHHOI'0 0OHApY)KeHHs TIONBITOK HapyineHus 6e3onacHocTy [1/IH;

- CO3M1aHKA YCTIOBMH A/ MHHHMH3AIMU U JIOKAIM3alMH HAHOCHMOro yuiep6a
HEIIPAaBOMEPHBIMH ICUCTBUAMHU (HU3HYECKHX H IOPHAMYECKHMX JIUL, ociabieHue
HEraTHBHOTO BIIMAHKS W TUKBUIAIMA TTOCTIEACTBUI HapymeHus 6e3omacHocTy [1/]H.

3. OOBEKTHI 3aIUTHI.

OObexTaMu 3alMTEL ABIAIOTCS - HHpOpMalys, obpabarsiBaeMas B HUCITOH, u
TeXHHYECKHE CPeICTBa €€ 00pabOTKH H 3allUTEI.

OOBeKTH! 3aIMThI BKIFOYAIOT:

1) O6pabarsiBaemast uHGOpMAITHS.

2) TexHonoruveckas HHPOPMAIHS.

3) IlporpaMMHO-TeXHIYIECKHE CPEACTBA 06pabOTKH.

4) Cpencrra 3amuTs! [1/]H.

5) Kanainsl HHOPMAHOHHOTO 0OMEHa U TeIeKOMMYHHUKAL[AH.

6) OOBEKTEI ¥ IOMEIIEHHUS, B KOTOPBIX pasmerneHsl KoMInoHeHTsl MCITIH.

KoHKpeTHEIH IepedyeHh 00BEKTOB 3alUTHI ONPENEAeTCs NPH [IPOBEICHHH
npennpoexktHoro obcnenosanms MCII[H ¥ NpH NpoBeNeHUM MEPHOLHYECKHX
IPOBEPOK.

4. Kimaccuduxkauus nonassosareneit UCIT/IH.

ITospzosatenem MCII/IH sBnsieTcs NULI0, YYaCTBYIOIIEE B (YHKIIMOHHPOBAHHUH
MHQOPMALMOHHOH  CHCTEMBI  NEPCOHANBHBIX  JAHHBIX MM HCIIOJB3YIolIee
pesynbraTel ee (yHKuuoHuMpoBanus. Ilonbzosatenem MCIT/ln sBnsercs moGoi
COTPYIHHK aAMUHHUCTPALHK (MO0 COTPYIHUK CTOPOHHEH OpraHu3alyu), HMEIOIIHH
noctyn x MICII/In m ee pecypcam B COOTBETCTBHH C YCTAHOBJIEHHbBIM MOPSIIKOM, B
COOTBETCTBHH C €ro GyHKIIMOHAIBHBIMH 0053aHHOCTSIMH.

[onezosatenn UCIIH fenstes cneayronne KaTeropuu:

1) Anmunncrpartop MCII/1H.

COTpyIHHKM  aAMHHHCTPalMH,  KOTOpble  3aHUMAKTCH HacTPOHKOH,
BHeNpeHHEM W conpoBoxkaennem MCII[H, B T.4. TeleKoMMyHMKaIMOHHOM



noacuctemsl.  OOecrieyuBaeT  (QYHKUMOHUPOBaHWE TIOJCHMCTEMBl  yIIPaBICHUS
noctynnoM  HMCIIJIHn  ©  ynonHomMoueH — OCYIIECTBIAThL — IPENOCTABICHHE U
pasrpaHHYeHHe JOCTyNa KOHeuHoro mnone3oBareis (Oneparopa APM) Kk amemeHTaM,
XpaHALIUM TepcoHallbHble AanHble. Anmunuctpatop MCIIIH obnagaer cnenyrommum
YPOBHEM JOCTYyTa ¥ 3HAHMIA:

- obyagaeT nonHOH uHGOpMaLHel 0 CUCTEMHOM U TIPUKITAIHOM IPOIPAMMHOM

obecneyennn MCIT/x;

- ob1agaer noaHoH HHGOpMAIMel 0 TeXHHYECKUX CPEACTBAX U KOHDUTYpaIlUu
HCTIOH;

- UMeeT JIOCTYII KO BCeM TEXHUYECKUM cpelcTBaM 00padoTku MHGMDOPMALMK U
nansaeM MCIT/H;

- obnamaeT npaBaMM KOHQUTYPHPOBAHUS W aIMHHHCTPATMBHOM HACTPONKH
TexHudeckux cpencts MCI/In.

2) AgpMuHHCTpaTOp GE30IIaCHOCTH.

CoTpynHHMK amMUHHCTPALMH, OTBeTCTBEHHBIH 3a (yHKkinonuposanne C311/1H,
BKJIIOYas OOCIYy)XMBaHWE M HACTPOMKY aJIMHHHCTPATHBHOW, CEPBEPHOH U
KIIMEHTCKOHW KOMIIOHEHT.

AIMHHUCTPATOp 0€30macHOCTH 00NafaeT CIeAYIOLMM YPOBHEM IOCTYIa H
3SHaHWH: '

- obnanaet npaBamu agMuHUCTpaTopa UCIT/Ix;

- obnagaet nonHoH unbopmarwmeii 06 YUCI1/x;

- KMEET JOCTYN K CPeICTBaM 3aIllUThl MHPOPMAIHHU K IIPOTOKOJIMPOBAHMS U K
4acTH KJto4eBbIX asieMenToB MICTT/IH.

AIMHUHHCTpPaTOp G€30MaCHOCTH YITOJTHOMOYEH:

- Ppeanu30BBIBATH TOJUTHKM 0E30MaCHOCTH B COOTBETCTBHH C KOTOPBIMHU
nons3osatens (Onepatop APM) momydaer BO3MOKHOCTh paboTaTh ¢ 3JIE€MEHTAMH
HNCIT]In;

- OCYLIECTBIIATE ayAUT CPEJICTB 3alHUTHL;

- YCTaHaBJIUBaTh JOBEPUTENIbHBbIC OTHOILIEHHS CBOEH 3alMIIEHHOH CeTH C
ceTssMH Apyrux OpraHu3aui.

3) Onepatop MUCIT/Ix (Onepatop APM).

CoTpyIHMK a/IMMHHCTPAIMH, OCYIIECTBIIOMIN 00paboTky 11/a. O6paboTka
[T/TH BrIIOYAeT: BO3MOXHOCTH npocMotpa I1J[H, pyusod Beom IIJIH B cucTeMy
WCIl/IH, ¢opmupoBaHue CIpaBOK M OTYETOB 10 WHGOPMALMH, MONYYeHHOH u3
VICIIJI. OnepaTop He HMeeT IOJIHOMOYMH JJis yNpaBieHHs I[OJCHCTEMAMH
obpaboTku naHueiXx u C3IT/IH.

Oneparop MCI1/Ix obnanaer cienyroumm ypoBHEM A0CTYIIA ¥ 3HAHHH:

- oOnajaeT BCEMH HEOOXOIMMBIMH arpubyTamu (HampuMmep, Haposem),
obecrieunBaloOlMMK AOCTYIT K HEKOTOPOMY ToAMHOKecTBY TTJIH;

- pacrioniaraeT KOH(GpHIEHIHMAIbHEIMH TaHHBIMH, K KOTOPBIM HMEET JIOCTYTI.

4)  TexHuyecKuM  cMeUMaNUCT IO  OOCIAYKUBAHHIO  nepudepHiHOro
00opyIoBaHUs.

COTpylHHK aIMUHUCTPALMKU (MM CTOPOHHEH OpraHu3aluu), OCYLIeCTBISET
obcnyKuBaHue M HaCTPOHKY nepudepuiinoro obopyaosanus UCII/IH. Texuuueckuii



CTIELMANNCT N0 00CTy)KHBaHUIO He HMeeT noctyna K I1/IH, HEe WMeeT MOJHOMOYNH
IUIsl YIIpaBlieHMs [IOACHCTEMaMU 00padOTKH JaHHEIX H OE30MacHOCTH.

Texunveckuit crieManucT 10 00CIYKUBaHHIO 00T1aNaeT CAEAYIOIAM YPOBHEM
JOCTyIIa ¥ 3HAHUU:

- obnanaeT vacTpio MHGOPMALMK O CHCTEMHOM W MPHKJIATHOM IPOrPaMMHOM
obecneuenun MCIT/x;

- obsiazaeT 4acThio0 MHPOPMAIMK O TEXHHYECKHX CPEICTBAX U KOHOHUIYypalluu
HCITOg;

- He ¥MeeT aTpudyToB noctyna Kk MCITIH.

5) IlporpammucT-paspaboTank (OCTABLIMK).

CoTpyaHUK aJMHHHCTPAIUM (WIM CTOPOHHEH OpraHM3aIMM), OCYIIECTBIISET
paspaloTKy — W/UiM  NOCTaBKy TIPHKIAJHOTO — MPOIPaMMHOTO  obecIedyeHus,
obecreyrBacT ero CONpPOBOXIEHHE Ha 3amuiiaeMoM obbekre. K maHHON rpymrme
MOTYT OTHOCHTBCH KaK COTPYAHHKH a/IMUHUCTPAIMH, TaK ¥ COTPYIHUKH CTOPOHHHX
OpraHH3allHi.

JInno 3ToH KaTeropuu:

- obmagaer uHdopmaimedf 06 anroputMax W mporpamMmax oGpaGoOTKH
uHpopmarmu na MCITTH;

- obnajaer BO3MOXHOCTAMM BHECEHHsI OWIMGOK, HeIeKIapHpOBAHHBIX
BO3MOXXHOCTEH, IPOTPaMMHBIX 3aK/Ia/I0K, BPEJOHOCHEIX [POrPaMM B IPOrPaMMHOE
obecniedenne MCIT/In Ha cranuy ee paspaboTKy, BHEAPEHHS U CONPOBOKICHUS;

- MOXET pacrnoyiararh J00BIMH (parMentamMu HHGOPMAIMH O TOIOJOIHH
HMCIITs n TexHMYeckux cpencTBax 06paGoTku u 3amuts! 11, 00padaTrbIiBaeMBIX B
WCTIH;

- He uMeeT aTpudyToB noctyna Kk UCIT/H.

Kareropuu monp3oBareneil NOMKHBI OLITE ompeneneHs! st kaxaon MCIT/IH,
[IOCIIe HEro ompenensrorcs mpasa poctymna K snementam MCIIH mis Beex rpymnm
MOJIb30BATENIEH ¥ OTPaXKarOTCst B MaTpHIE 0CTyIa B «Ilosoxenun o pasrpaHideHAn
[IpaB TOCTyIa K 00pabaTbIBaeMbIM MEPCOHAIBHBIM TaHHBIMY.

5. ®u3HUecKre MepPhI 3allHUThI

Duspyeckue Mepbl 3alU[MTBl OCHOBAHBI Ha OPUMEHEHHWH pasHoOro pona
MEXaHUYIECKHX, JJIEKTPO- MJIH 3JIEKTPOHHO-MEXaHHYECKHX YCTPOHCTB U COOPYKEHHI,
CINIENHAIBHO TPEAHASHAYCHHBIX M  CO3MaHWsl (U3MYECKHX TPENATCTBUI Ha
BOSMOXHBIX IYTSAX NPOHMKHOBEHHS M NOCTYNA MOTEHLMAlbHBIX HapyIIMTeNed K
KOMIIOHCHTaM CHCTEMBl H 3allMIaeMOH HHMOpPMAIMK, a TaKkKe TeXHHYECKHX
CPEICTB BU3YaTbHOTO HADIIONEHUS, CBSI3H H OXPAHHON CHTHAIH3ALIMH.

@usuyeckas 3awmMTa  30AHUIM, MOMEIIEHMH, OOBEKTOB M  CpeJCTB
MH(OPMaTH3aIMHU H0KHA OCYIIECTBISATHCA IyTEM YCTAHOBJIEHHSA COOTBETCTBYIOIIMX
ITOCTOB OXPaHbI, C MTOMOLIBIO TEXHHIECKHX CPEJCTB OXPaHbl WIIH JTHOOBIMH IPYTHMH
criocobamu, NpeI0TBpALIAtOIUMH 150305 CYLIECTBEHHO 3aTPYAHSIOUIMMH
MPOHHKHOBCHHE B 3[1aHWe, TIOMCLICHMsI  TMOCTOPOHHHMX  JIMI,  XMILEHHE
MHGOPMALIMOHHBIX HOCHTENeH, cCaMMuX CPenCTB MH(pOPMATU3ALMH, UCKIIOYAIOUIHMHU



HaxXxOXKIeHHe BHYTPH KOHTPOIUpYeMoH (oXpaHseMoil) 30HBI TEXHUUYECKHUX CPEeICTB
pa3BenKH.

5.1 @uznyeckas 3amuTa annapatHeix cpeacts MCITJIH

YcemnelHoe NpUMeHeHHe TEeXHWYECKHX CpEeICTB 3allUThl MpearoyiaraeT, 4To
BBIIIOJIHEHHUE IIEPEUYHCIIEHHBIX HMKe TpeOOBaHMI 00ecredeHO OpraHU3allMOHHBEIMH
(aAMUHHCTPaTUBHBIMM) MEpamMH M HCIHOJb3YeMBIMU (DHU3MUECKUMH CpelNcTBaMuU
3aIlUTHI:

- obecrieueHa puzMyeckas [eJOCTHOCTE Beex kommonenT MCTT/IH;

- B MWCIIAH ApMuHucTpaudd paszpaboTka M OTJIAJKa [porpamm
ocymectsisercs 3a npenenamu MCII/[H, Ha HenbITaTeNBHBIX CTEHAAX;

- BCE HM3MeHEHMS KOH(UIypallMd TEeXHUYECKUX W MPOTPaMMHBIX CPENCTB
WCTI[I# mpou3sBoAATCAs CTPOrO YCTAaHOBJIEHHBIM TOPSIKOM (PErHCTPHPYIOTCS W
KOHTPOJMPYIOTCSA)  TOJIBKO  Ha  OCHOBAHMM  pacHOPSDKEHWH  PYKOBOJICTBa
AJIMUHUCTpAIIUH;

- ceTeBoe 0bopynoBanye (KOHLEHTPATOPhl, KOMMYTATOPbI, MapIIPYTH3ATOPEI U
T.Il.) pacriojaraeTrcs B MecTax, HeJIOCTYITHBIX /IS TIOCTOPOHHHUX.

6. Kontpone adpdextrBrocTr cuctemsl 3aitnTel UCIT/IH anMuHuCTpayy.

Konrpone  sddexrtusHoctd  C3IIJIH  HOWKEH  OCYLIECTBISETCS  Ha
nepuoauvecKor  ocHoBe. lLlensro * koHTpons  >hdeKTHUBHOCTH  sSBIsSETCA
CBOEBPEMEHHOE BBIABIIEHHE HEHaIlexamux pesxumoB padotel C3I1/In (oTKIroueHHe
CPEJICTB 3alllMThl, HApYIIEHHE PEXHUMOB 3alIMThI, HECAHKIIHOHUPOBAHHOE U3MEHEHHE
peX<uMa 3aI|THl U T.11.), & TaK IPOTHO3UPOBAHKE M MPEBEHTHBHOE pearupoBaHue Ha
HOBEIE yrpo3sl Oe3onacHocTty [1]1H.

KOHTpONTE MOXET IIpOBOAMTBCS Kak aJMHHHCTPATOpaMH Oe3011aCHOCTH
WCII/Tx (onepaTHBHBIH KOHTPOJIb B IIpoliecce HHGOPMAIHOHHOTO B3aUMOIEHCTBHS B
VCII[dH) Tak ¥ NpuBIEKaeMBIMM Ul 9TOH i€/ KOMIIETEHTHBIMM OPraHH3allHsIMH,
HMEHIIUMH JIMLIEH3HUIO Ha 3TOT BUJ AeaTenbHoCcTH, a Taxke OCTIK Poccun u ©CH
Poccuu B penenax ux KOMIETEHIIHH.

KOHTpOJIE MOMXET OCYIIECTBIATHCS aIMHHHCTPATOPOM OE30IIACHOCTH KakK C
NOMOIIBIO IUTATHBIX CPENCTB CHUCTeMBl 3alidThl IIJIH, Tak U ¢ I[IOMOILIBIO
CTIEHAIIEHBIX [IPOrPAaMMHBIX CPEJICTB KOHTPOJIS.

Onenka sddextuBHOCTH Mep 3amuThl [[J{H MPOBOAMTCS ¢ HCIIOIL3OBAHHEM
TEXHHYECKMX M TMPOrPaMMHBEIX CPEJICTB KOHTPOJS Ha MPEAMET COOTBETCTBUS
YyCTaHOBJIEHHBIM TPeOOBaHHSM.

7. Cdepsl oTBeTCTBEHHOCTH 3a Oe3omacHocTh [1/1H.

OtBeTcTBEHHBIM 3a pa3paboTKy Mep M KOHTPONb Haj obecrneueHHeM
0€30MaCHOCTH MEPCOHAbHBIX [aHHBIX SBISETCS PYKOBOAWTENb AJIMHHHUCTPALMH.
PykoBomuTen, MOKeT [eflerupoBaTh 4acTh [OJHOMOYHI 1o 06ecneyeHHio
0€301aCHOCTH IIepcoHalbHBIX aaHHbIX. Cdepa OTBETCTBEHHOCTH pPYKOBOIMTENS
BKJTFOYAET CJIEAYIOLMEe HanpaBleHHs obecrieyenus OGe3onacHocT [1/1H:

- IIIAaHHPOBAHKWE U pealiu3aliua Mep o obecrieyenuio dezonacnoctu [1/1H;



- aHanu3 yrpo3s 6esomacHoctu [1]1H;

- pas3paboTKy, BHEIpPEHME, KOHTPOJIb WCIOJHEHWS M IOAAEpKaHUE B
aKTyallbHOM COCTOSIHHHM MOJIMTHK, PYKOBOJCTB, KOHIEILHMH, ITPOLeIy], PErIaMEHTOBR,
MHCTPYKIIMH M [IPYTHX OPIraHM3aIlMOHHBIX JOKYMEHTOB II0 O0ecCIeueHHIo
0€e30ITacHOCTH;

- KOHTPOJb 3allUIeHHOCTH MT uHGpacTpyKTypsl AAMUHHCTPAlHKU OT YIPo3
Mb;

- obyuyenue u unpopmupoBanue nonszosarerneit UCITH, o nopsake paGoTs! ¢
[IJ1H ¥ cpencTBaMH 3alHTH; '

- IIPENOTBpallleHHe, BbIABICHHE, pearupoBaHyue U paccieoBaHue HapyIIeHuit
6ezomnacnoctu [1/]H.

[Ipu B3aUMOJICHCTBUM CO CTOPOHHUMH OpFaHM3ALUAMM B CIydYasx, KOTJa
COTpyIHHKaM 3THX OpraHM3alliil IPENOCTABIAETCA NOCTYN K OOBEKTaM 3alllUThI, C
3THMH  OpraHM3alMsaMH  OOJDKHO  ObITh  3akimoyeHo — «Cornamenme o
KOH(UEHIHANIBHOCTHY, MO0 «Coryallenne o cobII0eHHH peXXUMa 6e30MacHOCTH
IT1x npu BemonHenun pa6or B MCII[u». TToATOTOBKA THIOBBIX BAPHAHTOB STHX
COrJIallleHHH OCYIIECTBISAETCS COBMECTHO ¢ KOpHIHYEeCKHM OTHEIOM.

8. Mopens HapyumuTeas 6€3011aCHOCTH.

[Ton wHapymureneM B aAMHHUCTPALMM [OHHUMAETCS. JHIIO, KOTOpOe B
pe3y/bTaTe YMBILUIEHHBIX MM HEYMBIIUIEHHBIX NEHCTBHH MOXKET HAHECTH yuiepO
o0BeKTaM 3amThl. Hapymmreny moapasnensiores Mo NPU3HAKY [IPHHAJUISKHOCTH K
VCT11a. Bee napymmTeny feisTes Ha IB€ IPYIIIEL:

- BHCIIHWE HApYLIUTEIH - (U3MIECKHE JIUIA, He HMEIOIIHe IpaBa MpeOhIBaHMs
Ha TEPPUTOPHUH KOHTPOJIHPYEMOH 30HBI, B IIpeJesiaXx KOTOPOH pa3MeIlaeTcs
obopynosanue MCII/x;

- BHYTPEHHHE HAPYLIUTEH - GU3HIECKHe JIHLA, HMEOLIUE [IPaBO NPeOhIBAHIS
Ha TCPPUTOPHUH KOHTPOJIHMPYEMOH 30HBI, B Mpejfenax KOTOPOH pasMellaeTcs
obopynosanue MCIITu. Knaccudukanms napymmTesneif mpencrasiena B Monemu
yrpo3 6e30TacHOCTH ePCOHANBHBIX NaHHbIX Kax ot MCIT/Ix.

9. Mognens yrpo3 6e30MacHOCTH.

Hns UCI/In anMMHMCTpaluy BEIAENAIOTCS CIEYIOIIHEe OCHOBHBIE KaTeropuu
Yyrpo3 0€30MaCHOCTH NMEePCOHANBHBIX JaHHbIX:

- YTPO3bI OT YTEYKH 110 TEXHUYECKUM KaHAIaM;

- YTPO3bl HECAHKIIMOHUPOBAHHOTO AOCTYMa K MH()OPMAaLIHUH;

- YTPO3bl YHHYTOXEHUS, XHIIEHUs anmnapaTHbeIx cpencts MCITJIH HocuTenei
HH(OpMANKMHK myTeM QU3HYECKOro nocTyna K aementam UCTT/Ix;

- YIPO3bI XHIIEHHs, HECAHKUMOHUPOBAHHONW MOAU(UKALMH HIIH OJIOKUPOBAHUS
HHpOpMALIMK 3a CYET HECaHKLUMOHMpoBaHHoro poctyna (HCJI) ¢ [IpUMEHEHHUEM
MpOrpaMMHO-aNNapaTHbIX H MPOrPaMMHBIX CPEACTB (B TOM HHCIE IPOrpaMMHO-
MaTeMaTHYeCKUX BO3AECHCTBHM);



- YTPO3bl HE MpEeIHAMEPEHHBIX MNEHCTBUH II0JIb30BATENEeH M HapyIIEeHHH
Oesonacnoctn ynkunonuposanus UCIIdr u C3I1/IH B ee cocTaBe M3-3a cOOEB B
[pOrpaMMHOM  O0ecIieYeHHH, a TakKe OT yIrpo3 HEeaHTPOIOTeHHOTO (cboer
AllllapaTypel  ¥3-3a HEHANEKHOCTH 3JIEMEHTOB, CcOOeB BIEKTPOIMTAHUS) U
CTUXHHAHOTO (yAapOB MONHUH, OXapOB, HABOJHEHHMI H T.I1.) XapakTepa;

- YrpO3bl IpeHAMEPEHHBIX TEACTBHI BHYTPEHHUX HAPYIIUTENCH;

- YIpO3bl HECAaHKI[MOHHPOBAHHOIO JOCTyIla IO KaHajaMm cBsizU. QNHcanue
YI'pO3, BEPOATHOCTh MX pEalM3alllM, ONACHOCTh M aKTyalbHOCThH IPENCTABIEHEI B
Monenu yrpos 6e30mnacHOCTH HepCOHATBHBIX NaHHBIX Kaxnoit MCITTh.

10. Tpebosanus k mepconany.,

Bce coTpynHHKHM aIMHMHHCTpALMHM, SBIAIOLIMECS M0Ib30BATEIIMH HNUCTI s,
AOJDKHBI YE€TKO 3HATh H CTPOTO BBIIIOJHATE YCTaHOBIIEHHEIE IpaBHiIa U 00S3aHHOCTH
M0 HOCTYNy K 3allMlIaeMbIM OObeKTaM M COOJIOJEHHIO IPHHATOIO peXuMa
OesonacHocti  I1/ln. Tlpw BCTYIJIEHHH B JO/DKHOCTH HOBOTO COTpYIHUKA
HEIIOCPE/ICTBEHHbIH Ha4YalbHUK MOAPa3eNieHksa, B KOTOpPOe OH IIOCTYyIaeT, o6s3an
OpTaHH30BaTh €ro O3HAKOMJICHHE C JOJDKHOCTHOW WHCTPYKIMEH U HeOoOXOMMMBIMHU
AOKYMCHTaMH, DPErllaMeHTHPYIOIUMHU TpeboBaHMs 10 3ammre [IJ[H, a TaKKe
oOydeHue HaBbIKaM BBIMIOJIHEHMSA ~  TIPOILIENyp, HE0OXOTUMEIX TSt
CaHKIIMOHUPOBAHHOrO Hcronb3oBanua UCIT/TH.

CoTpynHMK O/DKeH OBITh 03HAKOMIICH CO CBEIECHHAMMU HACTOAMIEH [Tomutukw,
NPHHATHIX IPOLeyp paboTkl ¢ anemenTamu MCIT g u C3I1/IH.

CoTpyHMKM  aJIMHHHCTPALU{, HCIIONB3YIOUIHE TeXHHIECKHE cpeicTBa
ayTeHTH(QHUKALMK, NOKHBl  OOECIeYMBATE  COXPAHHOCTE HJICHTH(DUKATOPOB
(ameKTpoHHBIX KModeit) u He momyckats HCJ[ K HEM, a TaK JKe BO3MOMKHOCTE HX
YTEpH UM HCIONL30BAHUS TPETHUMH JiMlamu. [Tojib30BaTen HeCyT MepcoHaNbHYIO
OTBETCTBEHHOCTH 3a COXPAHHOCTh MJICHTU(UKATOPOB.

COTpyOHHKH  aIMHHMCTPALMH  JOJDKHBI  CIEIOBATh  YCTAHOBJICHHBIM
MpoLEIypaM  IOUlepXkKaHus pexuMma OesomacHoctd ITJIH mpu  BeiGope m
UCIIOJIB30BaHMUH ITapOsIeH.

COTpyAHHKH aAMHHMCTPALUK NOJDKHBEI 00eCreunBaTh HaJUIeKAlIYO 3alluTy
0bopynoBaHus, ocTaBisieMoro Ge3 MPHCMOTpa, 0COGEHHO B TeX cllyyasiX, Korjaa B
MOMEUIEHHE MUMEIOT NOCTYIl IIOCTOPOHHHUE JiMlla. Bce Mosb30BaATENH [OJKHBl 3HAT
TpeboBatus 1o GesomacHoctd IIJ[H W mpomemypsl 3allHTHL o0opynoBaHus,
OCTaBJICHHOTO 0€e3 NMPHUCMOTPA, & TAKKE CBOM 0OA3aHHOCTH MO 00eCHeYeHHIO TAKOM
3aIUTEHI.

CotpyaHuKam 3anpelaeTcss yCTaHABIMBATH IOCTOPOHHEE IporpaMmMHoOe
obecredeHne, MOAKIOYATh JIMYHBIC MOOWIBHBIE YCTPOHCTBA M HOCHTENH
MH(OPMALIAH, & TaK e 3alMCBIBATH HA HUX 3aIMINAEMYI0 HHPOPMAIIHIO.

CorpynHukam  3amperuaercs —pasriiallaTh — 3arlHINaeMyio MH(pOPMaILIHIO,
KOTOpasd cTajla WM H3BeCTHa IMpu paboTe ¢ HWHPOPMALMOHHBIMH CHCTEMAMHU
AIMUHHACTPpAUMH, TpeTbUM muuaM. [lpu pabore ¢ [1[n B UCII[In coTpynHmku
AIMMHUCTPaLUK 00s3aHbl 0GECHEYUTE OTCYTCTBHE BO3MOKHOCTH npocmotpa I1/H
TPETBEUMH JIHLIaMHU ¢ MOHHUTOPOB APM uinu TepMHHAanos.



[Tpu 3aBepwenuu padotel ¢ MCIT/IH coTpyauukn ob6s3anbl 3ammuTuth APM
HITH TePMHHAJIBI C [TOMOLIBIO OJIOKMPOBKH KIIIOUOM MITH SKBHBAJIEHTHOTO CpeICTBa
KOHTPOJIs, HAIIPUMED, JOCTYIIOM I10 Napoyo, €CJIM He HCIIOIL3YIOTCs OoJiee CHITEHEBIE
CpeICTBa 3allUTHI.

CotpyaHuKH a[MUHHCTPAIIMK TOJIKHEI OBITH IPOMH(OPMUPOBAHEI 06 yrpo3ax
HapylIeHHs: pexxuma GesomacHoctd IT/[H B OTBETCTBEHHOCTH 32 €ro HapylleHHe.
OHM 0KHBI OBIT O3HAKOMIIEHBI C YTBEPKIEHHOH (GOpMAIBHOIM IpoLenypoi
HAJIOXKEHHUs JUCLUUIUIMHAPHBIX B3BICKAHWH Ha COTPYAHHUKOB, KOTOPBIE HapyllIXIH
INPUHATBIE MONHTHKY H IpoleAypsl 6e3omacuoctu T1/1H.

Cotpynnuku o0s3aHbl €3 mpoMeuleHHs cooOIaTh 000 BCeX HabMIIOaeMBbIX
WA MIO03PUTENBHEIX citydasx padboTsl MCTI/IH, Morymmx mosieus 3a co6oi yrposs:
Gesomacroctn I1/lH, a TaiKe O BHIABICHHBIX WMM COBBITHAX, 3aTPardBarOIHX
OesonmacHocts IT/[H, pykoBOaCTBY mNoOApasieneHus H JIAIY, OTBEYaKIIEMY 3a
HEMEJUICHHOE peardpoBaHue Ha yrpo3sl 0e3onacHocty IT][H.

10.1 OTBeTCTBEHHOCTE MEpcoHala.

B coorsetcTtBuUu co cT. 24 @enepanbHOro 3akoHa PoccHiickoi Qenepallid OT
27 momns 2006 r. Ne 152-03 «O nepcoHanbHBIX JAHHEIX» JIMIA, BHHOBHBIE B
HapylIeHUH TpeboBaHWH naHHOro MenepanbHOrO 3aKOHA, HECYT I'PAXKIAHCKYO,
YTOIIOBHYIO, aJAMUHWCTPAaTHBHYIO, NHUCLUIUIMHAPDHYIO M HHYIO MPEayCMOTPEHHYIO
3aKoHomaTenbcTBOM Pocculickoit @enepaiuy 0oTBETCTBEHHOCTS.

JleficTByIO1IIee 3aKOHOAaTeNLCTBO PD mossonsger IPEIbsABIATE TPEOOBAHUA 110
obecrievenno  GesomacHo#f  paboTEl ¢ 3amMIaeMoii UHQOpMarHed  u
[pEAYyCMaTpUBacT OTBETCTBEHHOCTh 33 HAPyNIEHHE YCTAHOBIEHHBIX MPABUII
dKerTyatanuy OBM u cucTeMm, HempaBOMepHBIH HOCTYH K MHGMOPMAINY, eClU TH
JICHCTBHS NPUBENH K YHHITOXKEHHIO, GIOKMPOBAHHIO, MOIU(GHKALIAN HHpOpMaITHH
HIIH HapyleHuto pabotsl OBM wiu ceteit (cratem 272,273 u 274 YK PD).

Anmunuctpatop HMCIOH wu aIMHHHUCTPATOp  0E30MacHOCTH  HEeCyT
OTBETCTBEHHOCTh 3a BCE JEHCTBHUS, COBEPIUEHHBIE OT WMEHM MX YUYETHBIX 3alucei
MJIA CHCTEMHBIX YYETHBIX 3allMCEH, SCIIM He JI0Ka3aH (aKT HEeCAHKUMOHMPOBAHHOTO
MCITOJIE30BaHMs YUETHBIX 3allHCEl.

Ilpy HapyuleHHsAX COTpYAHHKAMH aIMHHMCTPALMH - [0Jb30BATeNei HCITIa
MPpaBWJI, CBA3AHHBIX C OesomacHocThio IIJ[H, OHM HECYT OTBETCTBEHHOCTD,
YCTaHOBIICHHYIO JICHCTBYIOLINM 3aKOHOAaTeNbcTBOM Poccuiickoit Meneparmm.

IlpuBenennble Bbille TPeGOBAaHWS HOPMATHBHBIX JOKYMEHTOB MO 3all{HTe
MHOOPMALMK  JOJDKHBEL OBITH OTPaXKeHBI B I[IONOMEHHIX O MoApa3AeIeHHAX
AJIIMAHHCTpALMHK, OCYLIECTBIISIOIINX obpabdorky 1)l B UCII/IH ¥ HOIIKHOCTHBIX
MHCTPYKUHSX COTPYIHUKOB A IMHHUCTPAIHN.

HeoOxomumo BrecTu B ITosokeHHs O TmoapaszesneHusx AIIMUHHUCTpALINH,
ocymectBisatolux obpaborky I1JIn B MCIIJIH cBemenns o6 OTBETCTBEHHOCTH HX
PYKOBOZMTENIEH M COTPYAHMKOB 3a PpasTIallleHHe K HEeCAHKIHOHHPOBAHHYIO
MoaupuKauuro (uckaxenue, danscuduraunto) [1)IH, a Taxke 3a HeIpaBoMepHoe
BMEIIATEJILCTBO B POLECCHl HX aBTOMAaTH3HPOBAHHON 0O6paboTKH.



11 . Texuuueckue cpeactra 3amuThl [1]1H.

C3IT/In BxirogaeT B ceOs ClenyIOIIHe OACHCTEMBI:
- [IpaBJIEHUA JOCTYIIOM, PETHCTPALMU U YUeTa;
obecrieyeHust LIeTOCTHOCTH U JOCTYIIHOCTH;
AHTUBHUPYCHOH 3alLUTHI;

MEKCETEeBOI0 3KPaHUPOBAHUS;

aHallW3a 3al[MILIEHHOCTH,

- oOHapyKeHHs BTOP)KEHHIA;

- pUnTorpapuyecKoi 3amuThl.

IMoxcucremer C3IT[IH MMEIOT pa3MUyYHBIA (DYHKIHOHAI B 3aBUCHMOCTH OT
knacca MCITIH, omnpenenessoro B AKkTe KnaccupuKanul  HHOOPMAaIMOHHOH
CHCTEMBI II€PCOHANBHBIX JNaHHEIX. HeoOxoauMMOCTs wucHomB30BaHus (YHKIMMA
nogcucreM C3II/In ompenmensiercst mns xaxcmod MCITH ucxonms u3 ed Kiacca U
MOJENH YIpo3.

Bee wucnonesyempie B MCIIJIH TexHHYECKHME PpEIIEHHs, peanu3yolye
¢ynximonan noxackcreM C3ITH MOWKHBI NPOATH B yCTAHOBIEHHOM ITOPSIIKE
MPONeyPY OLEHKH COOTBETCTBHS (CEPTHMDHKAIHIO).

I

I1.1. TlogcucTeMs! ynpagieHust JOCTYIIOM, PETHCTPALUMY U YUerTa.

Iongcucrema ynpaBneHHS IOCTYIIOM, PErHCTPAllMM M ydeTa [peqHa3HadYeHa
IUTS peaTi3aliy CIeAyIOmUX QyHKITHH:

- HISHTHGUKALUMK U TIPOBEPKA MOATHHHOCTH CyOBEKTOB JOCTYIA [IpU BXOJIE B
NCIT/xn;

- WIEHTH(WKAMM TEPMHHANIOB, Y3J0B CETH, KAHAJIOB CBSI3H, BHEIIHMX
YCTPOHCTB I10 JIOTHYECKHUM UMEHAM;

- WICHTHOHKAIMH IIPOrpaMM, TOMOB, KaTaloros, (aiyioB, 3amuceil, moseil
3anucer o UMeHaMm;

- PerucTpalyi BXoja (BbIXOJa) CyOBEKTOB OCTYIa B CHCTEMY (M3 CHACTEMBI),
MO0 perMcTpauus 3arpy3Kd W HHANWAIM3ALUM ONEPAllMOHHOM CHCTEMBI M ee
OCTaHOBA.

- PETHCTpallMy IONBITOK [OCTyNa IPOrpaMMHBIX CpPEACTB (TIpOrpamm,
NpOLIECCOB, 3a/iay, 3aJaHni) K 3allMIlIaeMbIM daitiiam;

- PETUCTpallMU IONBITOK AOCTYIAa NPOTPaMMHBIX CPEICTB K TepMMHANaM,
KaHajiaM CBs3H, [IpOTpaMMaM, ToMaM, Karajgoram, aninaM, 3arucsam, IoJIIM 3arucei.

DyHKIHOHAN TIOJCHCTEMBI MOXET OBITH peanu3oBaH IMPOTPAMMHBIMH U
[MPOrPaMMHO-aIapaTHbEIMK CPe/ICTBAMH.

11.2. IToacucrema obecrieyenus 1eJOCTHOCTH U JIOCTYITHOCTH.

[Toncucrema obecriedeHus METOCTHOCTH M AOCTYNHOCTH TpeJHa3HaueHa s
obecrieyeHHs MENOCTHOCTH M HOCTYMHOCTH IIJIH, MporpaMMHEIX M ammapaTHbIX
cpesictB MCITIH aaMUHMCTpalluH, a Tak >Ke CPEACTB 3allUThl, IPU CIyYaHHONW HITH
HaMepeHHON MOIU(HUKALIUH.

[loncucrema peannusyercs ¢ MOMOIIBIO OPraHU3alMKi PE3ePBHOTO KOMMPOBAHHUS
obpabarbiBaeMbIX [aHHEIX, pe3epBHPOBAHHEM KatoueBbIX smemeHToB MCITa u



HCIIOJIB30BAHHEM IIPOrpaMMHBIX 00 [porpaMMHO-aInapaTHblX CpeACTB KOHTPOJIA
LIEJTOCTHOCTH.

11.3 [Toncucrema aHTHBUPYCHOM 3aIHTEL

IToscucTeMa aHTUBUPYCHOM 3alllUTHl NpefqHa3HadeHa s oOecredeHwus
aHTUBUPYCHOH 3allliThI cepBepos ¥ APM nons3osarenelt MCIT/Ix anMuHuCTpaLfn.

Cpencrtsa  aHTHBHPYCHOM — 3alllUTHl  IpeJHa3Ha4deHbl JUId  pealn3allyiu
CJIeIYIOIINX QYHKIIUMN:

- Pe3MI€HTHBIN aHTHUBHPYCHBIA MOHUTOPHHT,

- aHTHBUPYCHOE CKaHUPOBaHHE;

- CKpUIIT-0JIOKHPOBAHHE;

- LEHTPAIM30BAHHYIO/y/IaNIEHHYIO YCTaHOBKY/I€HHCTAILIALMIO aHTHBUPYCHOTO
NPOAYKTa, HACTPOHKY, aIMUHUCTPUPOBAHUE, TPOCMOTP OTYETOB W CTATHUCTHUECKOMH
uH(OpPMaIUH 110 paboTe MPOAYKTa;

- aBTOMAaTU3HPOBAaHHOE OOHOBJIEHHE aHTUBUPYCHEIX 0a3;

- OrpaHMYeHHE IIpaB II0JIb30BaTell Ha OCTAHOBKY HCIIONHAEMBIX 3a7ad |
M3MEHEHUs HACTPOEK aHTHBUPYCHOIO IPOrpaMMHOTO 00eCIIeYeHHS;

- ABTOMAaTHYECKHUH 3aITyCK cpa3y IOcCIe 3arpy3KH ONEpallMOHHOM CHCTEMEL.

Ilogcucrema peanmsyercsl MyTeM BHEIPEHHs CIEHUATBLHOTO aHTHBHUDPYCHOTO
nporpamMmHoOro obecnedeHus Ha Bce anemenTs MCIT/H.

11.4. [TogcucTeMa MeXCeTEBOI0 SKPAHUPOBAHHA.

IlomcucTema MexCeTeBOro 3KpaHMPOBAHMs TpeHa3HAYEHA NI pealH3aliu
CHeNYIOIUX QYHKIIHH:

- (QUIBTpPalMK OTKPBHITOTO M 3alM(pPOBAHHOTO (3aKPHITOro) I P-tpaduxa mo
CITEJIyIOLHM IIapaMeTpam;

- Gukcauuu BO BHYTPEHHHX JKypHataXx MH(OPMALHH O IPOXOAIIIEM
OTKPBITOM H 3aKpbIToM 1 P-Tpaduke;

- HASHTH(UKALMK U ayTCeHTHOUKALMIO aIMHHUCTPATOPA MEXKCETEBOI0O HKpaHa
IIPY €ro JIOKaJIBHBIX 3allpocax Ha JOCTYII;

- PErucTpaiui Bxofa (BbIXOHA) aJMHHUCTPATOPA MEKCETEBOTO SKpaHa B
cucteMy (M3 cuCTeMbl) JHOO 3arpy3kd M MHMLMAQTH3AIHM CHCTeMbl M ee
IIPOIPAMMHOI'0 OCTAHOBA;

- KOHTPOJIA LIEIOCTHOCTH CBOEH NMPOrpaMMHOM U HHOOPMAUMOHHON YacTH;

- QUIBTPALMHK N1aKETOB CITYXKeOHBIX IPOTOKONIOB, CITYXKAIHX U IHATHOCTHKH
W yIpaBJieHHs pabOTOH CETEBBIX YCTPOMCTB;

- QUIBTpaLKMKu C y4ETOM BXOJHOTO U BBHIXOJHOTO CETeBOro MHTepdelica Kax
CPEICTBO NMPOBEPKH IIOTMHHOCTH CETEBBIX alIpPECORB;

- PETHUCTPalMK M y4eTa 3alpaliBaeMbIX CePBUCOB IPHKIATHOIO YPOBHS;

- GJIOKMpPOBaHUs JOCTyNa HEHACHTH(UIHUPOBAHHOIO O0BEKTA MIIH CYODBEeKTa,
MNOAJIMHHOCTL  KOTOPOTO TMpH  ayTEeHTH(HUKAUMM He I[OATBEPANNACcCh, METOIAaMH,
YCTOHYUBBIMH K IlEpexXBaTy;

- KOHTPOJAd 3a CEeTEeBOM AKTHUBHOCTLIO HpI/]ﬂO}KeHI/IffI H O6Hﬁpy}KeHHH CETEBBIX
aTax.



Iloncucrema peanusyercs BHEAPEHMEM  IIPOIPpaMMHO -  allapaTHBIX
KOMILJIEKCOB MEXKCETeBOro 3KpaHupoBaHus Ha rpanuie JIBC nubo na kaxgom APM

NUCTIOs.

11.5 I'NoxcHucTeMa aganu3a 3alUuIeHHOCTH

IToncuctema aHanu3a 3alMUIIEHHOCTH, HOJJKHA 0O0ECleYMBAaTh BBIABICHUS
YA3BUMOCTEH, CBA3aHHBIX ¢ owmmOkamu B koHpuryparmu [10 MCII[IH, xoTopsle
MOTYT OBITh HCIIOIB30BaHEl HAPYIIUTENEM Ui PEaNH3aHy aTaki Ha CUCTEMY.

DOyHKIMOHAN IIOACHCTEMBI MOMKET OBITh peali30BaH IPOTPAMMHEIMH U
IPOrpaMMHO-aNIapaTHBIMKU CPeCTBaMHU.

11.6. IToacucrema oOHapyKeHUA BTOPKEHHH.

IMogcuctema o6Hapy)KeHHs BTOPIKCHHM, HODKHA OOeCreuMBaTh BBIABICHUE
ceTeBbIX aTak Ha saeMeHThl MCII/IH nogkiroueHHbIe K ceTsM OOIIEro MoIb30BaHUS
1 (MIIM) MEeXIYHApOIHOTO 0OMEHA.

DyYHKIHOHAT TIOACHCTEMBl MOXeET OBITh peaju30BaH NPOTPAMMHBIMHU U
IIPOrpaMMHO-aINapaTHEIMHU CPeICTBAMH.

11.7. Iloncucrema KpunrorpahuuecKoii 3aIuThl

Iloncucrema kpunrorpadudecKod 3alUThl NPefHA3HAYeHa Ul HCKITFOUYEeHHS
HC/I x sammimaemolt undopmaruu B UCITIH agMUHUCTpPALMH, TIPY €€ Nepeiadt o
KaHaJlaM CBSI3H CETeH 00I1ero noab30BaHUs U (M) MEXIYHAPOIHOTO 0OMeHa.

IToncucrema peanusyercs BHEPEHHsS KPHOTOrpapUUEcKUX MPOrpPaMMHO-
anrnapaTHBIX KOMIUIEKCOB.

IIpencenarens KoMUTETa

10 YIIPABJIECHUIO JeJIaMH 10.C. Yiakos




